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AI Security Evaluation Platform
This platform assesses the security risks of generative AI. Based 
on attack scenarios such as jailbreaks, harmful content 
generation, and information leakage, the platform objectively 
evaluates AI behavior using benchmarks. By comparing 
multiple AI models under the same conditions and visualizing 
the results, it enables intuitive understanding of differences in 
safety and risk tendencies. This supports safe use of  AI and 
informed model selection.

Adversarial Attacks against AI-based IDS
This research investigates how an attacker can mislead Intrusion 
Detection Systems (IDSs) that use AI to detect cyberattacks. 
These IDSs learn to tell the difference between normal and 
harmful network activity. However, attackers can make very 
small changes to the data that look normal to humans but 
confuse AI. As a result, the IDS might miss real attacks or 
incorrectly label safe activity as dangerous. Our goal is to 
understand these weaknesses and help make these IDSs more 
secure.

Automatic Fuzz Harness Generation  
     by AI Multi-Agent System
We propose a multi-agent system in which multiple AI agents 
analyse source code, generate fuzz harnesses, and validate 
them automatically. Traditional fuzzing requires test code (fuzz 
harnesses), whose development depends on human effort and 
expertise. The system aims to accelerate the discovery of 
hidden bugs and security flaws. We also evaluate whether 
AI-generated harnesses can effectively uncover vulnerabilities.

• Automated SOC 
• AI-enabled cyberattacks and defence
• Secure-by-design AI model

• Threat analysis of AI systems
• Explainability of AI
• AI and data privacy
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• Generate fuzzing harnesses (test program)
• Automating test and validation
• Improvement by feedback

Multi-agent AI

Find vulnerability
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